Abstract. DTN environment is characterized by intermittent connectivity, high/variable delay, heterogeneity, high error rate and asymmetric data rate amongst others. These characteristics accounts for the poor behavior of Internet protocols in this environment. To address these problems, DTN was conceived and designed together with specialized protocols to carry out its services. Its emergence called for a new concept in security that was considered at the design stage. The main aim of this paper is to propose a traditional cryptography based authentication scheme that does not depend on network administrator's availability during post network authentication communication and facilitates bundle processing by the recipient in the absence of connectivity. In this paper, we present and discuss the system model, the proposed credential and the propose authentication scheme. A simulation framework is developed for the implementation of the proposed and referenced schemes. From the simulation results, the proposed scheme was observed to be independent of network administrator's availability during post network authentication communication and facilitates bundle processing in the absence of connectivity.
Introduction
Delay/Disruption Tolerant Networking (DTN) [1] [2] [3] [4] is a networking architecture designed based on message switching mechanism to provide reliable communication in networking environments with long/variable delay, intermittent connectivity, high packet loss rates, heterogeneity and asymmetric data rate amongst others using storeand-forward operation. The poor behavior of existing internet protocols in DTN led to the design of specialized protocols like Bundle Protocol (BP) to provide DTN services as an overlay network. To facilitate interoperability between heterogeneous networks with different network characteristics with DTN, a new layer called Bundle Layer was introduced between the application layer and the transport layer of the internet protocol stack. The design of DTN and the protocol did not evolve without consideration for security which led to the development of relevant security documentations [5] [6] to address DTN-related security issues. The security documentations highlight security requirements, define design considerations, identify possible threats as well as open issues. From the DTN security documentations and the security analysis in [7] , the identified threats this work is designed to address are masquerading, modification and replay. To protect the DTN network from these threats, security solutions are required to support both hop-by-hop and end-to-end services as well as policy based routing. The policy based routing requires that an entity involve in DTN communication must be able to verify the authenticity of both the original sender and intermediate forwarder of the bundles (messages) as well as the integrity of the received bundles. The security blocks required to secure a transmitted bundle are defined and described in [6] . Farrell and Cahill in [7] while highlighting the security issues associated with designing the bundle to contain all the required keys and algorithm(s) for security processing, emphasized the need for an additional authorization checks with PKI as a possible solution. The use of PKI is associated with constraints like authorization server unavailability and limited capabilities of certain nodes for cryptographic operations.
The focus of this paper is to investigate how PKI concept can be used to provide an authentication solution that does not depend on server availability during post trust establishment network communication while taking the capabilities of the entities into consideration. The existing PKI based schemes in DTN are [1] and [8] . These schemes either use certificates and encourage large storage of security credentials or depend on server availability. We propose an authentication scheme that combines both asymmetric and symmetric cryptography to provide source authentication as well as message authentication and integrity. The contributions of this paper are summarized as follows: 1) Implementing traditional PKI to provide trust initiation/establishment; 2) introducing our proposed Authorization Pass (APass) as a substitute for PKI based certificate; 3) proposing a scheme that uses symmetric based Hash-based Message Authentication Code (HMAC) for hop-by-hop bundle authentication and integrity, and asymmetric based APass for source authentication; and 4) evaluating the performance of the proposed and reference schemes through simulation.
The System Model
The DTN environment in fig. 1 
